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Outline of the Course Waork for Ph,D., in Forensic Science

Code Title of Paper | Max. ||. Credit I|

N B Marks | Weightage |

RPE-PhD Research and Publication Ethics (Common | 50 |' 2 Credits |
for all HPU's Ph.D. programs) | | II

| PhDFS-101 Research Methodology (Compulsory) | 10 [ 5 Credits |
Elective: Any one of the following, i.a., PhDFS-EL-102 {i-v) | 100 | 5 l'.'.‘r-adils_||
PhDFS-EL-102 (i) | Forensic Biology, Serology & DNA Profiling 100 | 3 Crediss ]
PhDFS-EL-102 (ii) | Forensic Chemistry & Toxicology | 100 | 5 Credits -
PRDFS-EL-102 {iiii) | Digital & Cyber Forensics and IT Security 100 | SCredits |
PhDFS-EL-102 (iv) | Questioned Documents, Fingerprints and 100 | 3 Credits |
- Brometrics _ | |
_PhD FS-EL-102 (v) | Forensic Physics and Ballistics 100 | SCredits |
Total Credits/ Marks| |20 | LS

Note: Ph.D. course work classes will be held in afternoon session. Students with 75% attendance will
be eligible for the firnal writien exanination. The passing marks for PRD coursework will be 55%
ageregate, with minimum S0% in each individual course (Al three courses), The examination will be
conducted for three-hour duration,

INSTRUCTIONS FOR THE FAPER SETTER

RPE-PRID paper will carry 3 marks, while PhDFS-101 and PhDFS-EL-102 {iv) will carmy
100 marks each. The duration aof all these exams will be three ety

short-answer-fype JUESTTORS Wsing Romar mumeralc (L ds, i x), each with 7 marks There wifl
be at least one question from each unit, and studenis will be required fo attempt any seven ouy af
T,

For PRDFS-101 and PRDFS-EL-102 fi-v). there will be 11 gquestions cavering all the wnirs. The

Jiese 10 questions of explanatory answers [}, 2, 3. A8 of 12 marks each will convisy of one
fuestion from each unit, with neerngl choice provided, meanmg Mere will be oo GUEKIOnS fFom
each wnit (3%2=[0). The smdents will be regficired fo attemps one guestion from each unit. T
1™ question will consise af 10 sharianswer fype questions, using Roman semerals (i i Gl v
each with 5 marks, covering all the units, The wudents will be regired fo atfempt any eight
questicis oml of the ien,




PE-PhD: Research and Publicati Ethi
(Common for all HPL's Ph. D, Programs)
Max. Marks: S0

Credit Weightage: 2
Total Teaching Hours; 30
Syllabus for Research and Publicat Ethics in Forensic Scie
Course Deseription: This course COTSiS
phalosophy of science and ethics,
are designed to identsfy research
cover indexmg

s of six units focusing on the fundamentals of the
research integnty, and publication ethics Hands-on SESRI0NS
misconduct and predatory publications, The course will also

and citation databases, open-access publications, research metnics (such as
citations, h-index, and Impact Factor), and plagiansm detection tools.

Objectives:
# Promote the importance of research ntegrity.

Discuss the principles of publication ethics.

Educate on identifying research misconduct and predatory publishing,

Explain indexmg and citation databases.

Provide information on open-sceess publications and research meirics.
Introduce vanous plagiansm detection tools.

Y Y Y Y Y

Course Outcomes:
1. Knowledge Outcomes:

Al the end of the course, students will Prossess

Gain comprehensive knowledge of research integrity, ethical publishing, and misconduct
prevention

Understand best practices, standard-setting guidelines, and ethical considerations in
publishing,
Explore open-access imimatives, citation databases, and journal impact metrics,

Leam to use plagiansm detection tools and evaluate research quality through indexing
and accreditation

2. Skill Qulcomes:
Al the end of the course, students will possess,

Develop the ability to conduct research with integnty and adhere to ethical guidelines,

Enhance skills in writing, reviewing, and publishing research papers following ethical
standards.

Gain proficiency in using software tools 1o identify and prevent research misconduct

Acquire akills to evaluate research quality using citation databases and research metrics.
= Swengthen the abulity to idennfy and address ethical issues in scientific publshing




Unit-1: Philosophy and Ethics

® Introduction to Philosophy: Definition, nature, scope, concept, and branches
" Ethics: Definition, moral philosophy, nature of moral Judgments and reactions,

Unit-11: Scientifjc Conduct

Ethics in science and research
Intellectual honesty and research integriry.
Scientific misconduct: Falsification, Fabrication, and Plagiarism (FFP)

* Redundant publications: Duplicate and overlapping publications, salami sheing
*  Selective reporting and misrepresentation of data,

Unit-TTI: Publication Ethics

Publication ethics: Definition, introduction, and importance,

* Best practices and standard-setting initiatives: COPE, WAME, etc,
*  Conflicts of interest

* Publication misconduct: Def nition, concept, and causes of unethical behaviour

" Violations of publication ethics: Iisues related to authorship and contributor-ship.
* ldentification of publication misconduct, handling complaints, and appeals

* Predatory publishers and journals

Unit-IV: Open Access Publishing

* Open-access publications and MLtiatves.

" SHERPARoMED online resource for publisher copyright & self-archiving policies.

= Software tools to identify predatory publications {developed by SPPLI)

* Joumal finder/journal suggestion tools (e.g , JANE, Elsevier Jou mual Finder, Springer
Journal Suggester, etc. ).

Umnit-%: Publication Misconduct

A, Group Discussions
= Subject-specific ethical issues, FFP, and authorship
=  Conflicts of interest.
* Complamts and appeals: Examples of fraud from India and abroad
» snn:'l:s:?fl;llgiamm detection software such as Tumitin, Urkund, and other
open-source ools,



Unit-VI:Databases and Research Metrics

A. Databases
*  Indexing databases.

Citation databases: Web of Science, Scopus, etc
B. Research Metrics

Journal impact factor as per Journal Citation Repaorts (JCR), SNIP, SIR, IPP
CueScore,

Author-level meatrics; h-index, g-index, 110-index, Altimetnic
Suggested readings:

Beall, 1. (2012). Predatory Publishers are Corrupting Open Access. Namre, 439(7415)
179, https//doi.org/10. 1038/4891 70

Bird, A (2006). Philosophy of Science (1st ed ) Taylor & Francis. ISBN: 978-
D203133972.

o

Bretag, T. (2016). The Handboaok of Academic Insegrity (1st ed., Vol. 1) Springer. ISBN
OTE-081-28T-097-1.

Chaddah, P (2018). Ethics in Competitive Research: Do Nov Get Scooped, Do Not Get
Plagiarized. Self-Published. ISBN: 978-9387480865.

Grudniewicz, A, Moher, D, Cobey, K. D., & 32 authors. (2019} Predatory Jourmals:
No Definition, No Defense Nature, ST6(T786), 210-212. https/doi_org/10.1038/d4] 586-
019-03759-y

6. Chosh, A, Singhvi, A K. & Murahidhar, K. (201%). Edics in Science  Edwcation,
Research, and Governance (15t ed} Indian Matonal Science Academy. [SBN: 978-81-
FI0482-1-T. hitp www insaindia res in'pdfEthics_Book pdf

7. lsrael, M., & Hay, 1 (2006). Reseorch Ethicy jor Social Scientisis (15t ed ). SAGE. 1SBN
FTR-0TR194T735

8. Lang, J. M (2013). Cheating Lessons: Leaming from Acodemic Dhshonesty. Harvard
University Press. ISBN: 978-0674724631.

9. Maclntyre, A (1967). A Short History of Ethics. Touchstone. ISBN: S78-(0236392602.

10, Mational Academy of Sciences, MNational Academy of Engineenng, & Institule of

Medicine, (2009). On Being a Scientist: A Guide to Responsible Conduct in Research
{3rd ed.). National Academies Press. 1SBN: 978-0309119702



PhDFS-101: Research Methodology

(Compulsory)
Max. Marks: 100 Credit: 5

Total Teaching Hours: 75

Svilab r arch Methadolo
Course Description:

This course provides a comprehensive un
statistical analysis, and scentific wnitin
research, including problem formulatio
tools for data interpretation, Emphasi
writing, and quality management sian
the course introduces students g the

including patent filing processes and |
essential skills for conducting b

compliance with forensic laborato
IMmovation

derstanding of research methodologies, data collection,
£ in forensic science. It covers fundamental aspects of
n, hypothesis testing, sampling techniques, and statistic

5 15 placed on ethical considerations, forensic
dards such as 150 and NABL accreditation. Addi
concepts of patents and intellectugl property rights (IPR),
egal frameworks in India The course equips students with
igh-quality research, preparing scientific TEpOrts, ensuring
ry standards, and understanding the rale of patents in scientific

Objectives:

#  Equip students with the fundamental principles ang methodologies of scientific research
Provide kng wledge of statistical tools and technigues for effective data analyss
Educate on research integrity, publication ethics. and responsible conduct in research
Tram students m writing research proposals. thesis reports, paten applications, and
screntific publications

Familiarize students with I50), NABL, and quality management svsiems in forensic
SCHENCE

Y oWy

¥

Course Qutcomes:
1. Knowledge Ouicomes:
At the end of the course, students will-

* Gain a comprehensive understanding  of
significance
Develop skills in sampling techniques, statistical tools, and data
Learn to write research P
integrity
Utilize parametric and non-parametrse tests for hypothesis testing and data analvsis
Understand 150, NABL accreditation, quality audits, and good laboratory practices

research principles, methodologies, and

interpretntion
posals, repons, patent applications, and maintain academnic




2. Skill Outenmes:

At the end of the course, students will

" Develop the ability to define research problems, design studies, and analyze data
effectively. ' '

‘f}ain expertise in applying descriptive and inferential statistical techmigues for data
Interpretation,

Enhance skills in writing research proposals, repons, patent applications, and scientific
papers with clanty and precision.

Understand research ethics, accreditation processes, and quality management systems in
forensic science
L

Improve critical thinking and decision-making skills in research methodologies and
forensic application

Course Content:

Unit-I: Introduction to Research

Research: Meaning, Objectives, Types, Approaches, and Sigmificance
Defining the Rescarch Problem & Research Design

Vanables, Sources of Problems, Title, and Objectives Wniting
Testing of Hypothesis (Parametnic & Nonparametric), Limitations

Unit-11: Sampling and Data Collection

Sampling Design: Implications, Steps, Criteria. and Charactenstics
Sampling: Need, Sample Size Determination, and Procedures
=  Samplmng Emors

Methods of Data Collection: Primary & Secondary Sources, Observation, Interview
Questionnaires, and Schedules

Unit-1T1: Data Analysis and Statistical Tools

*  Analysis of Data
=  Statistics in Research

Descriptive & Inferential  Statistics Measures of Centmal Tendency, Dispersion;
Asymmetry {Skewness), Correlation and Regression Analysis,

Statistical Tests:Chi-Square Test; i-Test; z-Test; F-Test; U-Test; ANOVA, ANCOVA
Unit-1V¥: Research Writing and Ethics

«  Writing of Thesis and Research Reports

gnymia-1
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Writing Research Proposals & Papers:- Types ] _
Editing and Evaluating Drafts for Organizing Conferences and Funding Agencies

Patent or Intellectual Property Rights (IPR): Concept, Types of Patents, Patent Filing
Process, Patentability Critenia, and Patent Laws in India
Ethical Considerations in Forensic Science

Unit-V: Accreditation and Quality Management

Accreditation: 150 & NABL-History, Development, and Functions
Quality Management System
Quality Audit

(ood Laboratory Practices

Suggested readings:

9.

10. Sansawal, DN (2008)-Research Methodology
11

ISOMEC 17025:1999(E) (V999 ) -Internarional Swandard on Creneng
Competence of Testing and Calibration Laboratories,
Organization for Standardization 1SEN- Not Applicable,

Kothari, CR (2004 )-Research Methodology: Methods and Technig
International Publishers, New Delhi ISBN. 978-81224] 5273
Saferstein, R (2002}-Forensic Sctence Handbook Vol | {4, 1}, Pearson Prentice Hal
I5BNs: 9780130021410 (Vol I}, 9780131124344 (Vol II), 978-0131124330 (Wol. om)
St Clair, Jami (2003)-Crime Laboratory

Managemeni, Academic Press ISBN. 978
0126640517

Thomas, A. (1992)-The Labaram
Procedures and Forms, C

! Regqu remenis for the
1st Edition, International

ues, New Age

r Cality Asswrance Svstem,
RC Press. ISBN: 978-08403.43985
Clark, Garv B (1996 )-Systemaric Cheality  Mamagemeny:
Management Series, Wi lev-Interscience. ISBN- 978.0471 122045
Chaddsh, P. (201 8)-Ethics in Comperitive Research: Do Nor Crett Scooped,: v Not (et
FPlagiarized, Indian National Science Academy. ISBN. 975-9387480865

Mational Academy of Sciences, Mational Academy of Engineering, and Institute of
Medicine (2009)-(n Being a Scientist: A Guide 1o Responsible Conduce in Resvarch,
Third Edition, National Academies Press [SBN: 978-03001 19702,

Duncan, William L. {1986} Tomal Cualine: Key Terms and Concepis, Free Press 1SBN
ST8-D0Z2907TT01 4

A Manual of Oualin

Practical  [abong fory

and Appiied Stanstics, 8. Chand
Publishing, New Dethi. ISBN' 978-812191 1398

«Houck, Max M. (Ed ) (2022)- Encyclapedia of Forensic

aciences, 3rd Edition, Elsevier
ISBN: 978-0128236772

+%




(Elective)
Max, Marks: 100

PhDFS-EL-102 (i): ¥

» Serology & DNA Profiling

Credit Weightage: 5
Total Teaching Hours: 75

Svllabus for Forensic Biology, Serology & DNA Profiling

Course Description:

This course provides an in-depth understanding of forensic biology, focusing on the analysis of
body fluids, wildlife forensics, forensic anthropology, and DNA profiling. It explores the
identification and forensic sigmificance of biological samples, wildlife crime investigations, and
human remams analysis. The course also covers advanced DNA analysis techniques, forensic
databases, and emerging trends in forensic gemetics. Additionally, students will gain hands-on

Ircnf-WIadg: of mstrumental techniques such as microscopy, chromatography, electrophoresis, and
Immunoassays, essential for forensic Investigations

Nate: Paper will also cover cose studies and revent studics.

Objectives:

To equip students with knowledge of the composition, examination, and forensic analysis
of various body fluids.

To familianze students with forensic methods for investigating wildlife crimes and
utihzing entomology in forensic science.

To develop expertise in forensic anthropological and ndonatological evidence for human
identification

To provide mn-depth knowledge of forensic DNA analysis, including STRs, SNPs, and
emerging genetic technologies

To tran students in the application of advanced instrumental technigues for forensic
Investigations.

Course Outcomes:

1. Knowledge Ouicomes:
At the end of the course, students will possess:

Understand the forensic significance, composition, and testing methods for various body
fuids,

Gain knowledge of protecied species, forensic identification, and analysis technigues.
Learn the role of skeletal and dental evidence in human identification

Acquire expertise in DNA extraction, typing methods, forensic databases, and emerging
technologies

%
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Develop proficiency in microscopic, chromatographic, electrophoretic, and immunoassay
techrniques for forensic analysis.

2. Skill Ouwtcomes:
At the end of the course, students will possess

Ability to identify and analyse body fluids using presumptive and confirmatory tests.
Proficiency in investigating wildlife crimes and identifying protected species

Skill in analysing skeletal and dental evidence for human identification.

Competence in DNA extraction, quantification, and forensic genetic analysis.
Hands-on experience with microscopy, chromatography, electrophoresis, and
IMMUN0AsSaYs.

Course Content:

Unit-1: Biological Fluids and Trace Evidence

Biological Fluids: Structure, composition, and forensic examination of body fluids such
a3 blood and bloodstains, seminal stains, saliva, urine, pus, and feces.

Hair Analysis: Anatomy of hair, collection methods, and forensic examination of human
and animal hair

Fiber Analysis: Types of fibers, their properties, collection techniques, and forensic
examination

Unit-I1: Wildlife Forensics and Entomology

Importance of wildlife and the environment: Protected and endangered species of animals
and planss, . . _—

Types of wildlifes crimes, investigation, and identification (conventional and modern
methods for analysing pug marks, skins, hair, bones, feathers, eto ).

Forensic entomology and its applications.

Unit-Ill: Forensic Anthropology and Odentology

-

Human identification: Skeletal analysis, sex, age, and stature estimation
Forensic odontology: Dental records, bite mark analysis, and persanal identification.
Role of forensic evidence in anthropolagy and ot bary.

Unit-TV: DNA Profiling

DNA Structure and Sources: Composition and forensic sample types.
Collection & Contamination: Proper handling and prevention methods
DNA Extraction & Quantification. Key isolation and messurement technigques



DNA Typing 5TRs, Y-STRs, mtDNA, SWNPs, etc. and their applications

Forensic DNA Databases: National and global databases for identification

Legal & Ethical Issues: Privacy, regulations, and admissibality

Emerging Trends: NGS, Epigenetics, Al in DNA profiling (STRmix, TrueAllele®,
NOCIt, Foren Seq™, Gene Mapper® ID-X. FST), Phenotyping, and Sequence analysis.

Unit-V: Instrumental Technigues:

Microscopic Techniques: Polanzing, Comparison, Stereomicroscope, Phase Conirast,
Fluorescence, SEM, TEM, AFM, CLSM

Immunoassay Technigues: ELISA, RIA, FIA, CLIA, Immunoelactrophoresis
Electrophoretic Techmigues: Aparose & PAGE, Capillary Electrophoresis, 2D-GE,
PFGE, 1IEF.

Chromatographic  Techmigues: TLC, HPTLC, GCLC-MS, UHPLC, UPLC,
Multidimensionzl, SFC

Bpectroscopic & Molecular Techniques: UV-Vis, FTIR, Raman, Fluorescence, CD
Spectroscopy, qPCR, Digital PCR, NGS, DNA Microarrays

Suggested readings:

1.

.

10,

Ly, Richard (2008)-Faorensic Biology: Idemtification and DNA Analpsis of Biotogical
Evidence, Znd Edition, CRC Press. ISBN: 978-0849339544

. Bvers, Steven N (2020)-Intraduction to Forensic Andropology, 6th Editon, Routledge

ISBM; 978-1138 188840,

Reddy, K5, Namyan (2017)-The Esennals of Forensic Medicine and Toxicology, 34th
Edition, Jaypee Brothers Medical Publishers. ISBN: 978-9352701247,

. Butler, John M. (201 2)-Forensic DNA Typing: Riology, Technology, and Genenics of STR

Aerrkers, 2od Edition, Academic Press. [SBMN: 97TR-01 23749554

Gennard, Dorothy (2012)-Forensic Eniomology: An Introduction, 2nd Edinon, Wiley-
Blackwell ISBN: 978-0470685020.

Crowe, Travis (2015)-Forensic Xerofogy Research, Nova Science Publishers, ISBN: 978-
1634638475,

Kuligowsks, Jan A & Butler, John M. (2010)-Forensic ONA Analysis: 4 Laboratory
Manual, Acadenmic Press. ISBN: 978-01 23749987

Blau, Soren & Ubelaker, Douglas H. (2016)-Hamdbook of Forensic Anthropology amd
Archagology, 2nd Edition, Routledge. ISBN: 978-1138188840.

Hannah, L & Eisenberg, ). T (2009)-Principles of Forensie DNA for Officers of the
{wnrt, Academic Press. ISBN: 978-0123740360

Tu, Anthony T (1998 )-Forensic Serclogy: Mechanisms and Technigues, CRC Press

ISBN 978-0849312707.

Saukko, P & Siegel, 1. A (2013) Encwlopedia of Forensic Sciences, 2nd Edition,
Elsevier I[SBN: OTE0I23821652.
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PhDFS-EL-102 (ii):Forensic Chemistry and Toxicology
(Efective)

Max. Marks: 100 Credit Weightage: § »
Total Teaching Hours: 75

o

bus for nsi fii nd Toxi
Course Description:

This course provides a comprehensive understanding of forensic chemistry, focusing on the
identification, analysis, and forensic significance of various chemical substances, It covers the
examination of petroleum produets, oils, fats, and alcohalic beverages, along with the detection
of adulterants and spunous producss The course also delves into the classification and forensic
analysis of drugs, posons, and environ mental pollutants. Students will gain hands-on experience
with advanced analytical techniques, includin & microscopy, chromatography, spectroscopy, and

electrophoresis, enabling them to effectively analyze forensic evidence and contribute to criminal
investigations

MNete: Paper will also cover case studies and recent studies,
Objectives:

# To understand the composition,
products, oils, and fats

To analyse alcoholic beverages, adulterants, and spurious products using forensic
techniques

properties. and forensic sipnificance of petroleum

= To classify and examine various drugs, poisons, and ther forensic applications
To mvestigate environmental pollutants., samipling

techniques, and remediation strategies
To gain proficiency in MU CTOSCOEG, chromatographic, spectrescopic, and electrophoretic
techniques for forensic analyses. :

¥ oy

Course Dutcomes:

1. Knowledge outcomes:
At the end of the course, students will

* Understand the chemistry of fire, petroleum
related evidence,
Acquire knowledge of the forensic examination of al
spurious products
Comprehend the classification, preservation, and analytical
pOLEons.

Explore environmental forensics, pollutant identifi
remediation strategies.

products, and forensic analysis of amson-
coholic beverages, adulterants, and
techniques for drugs and

catwon, sampling methods, and




Develop expertise in the applicaton of microscopic, chromatographie, spectroscopie, and
electrophoretic techniques in forensic analysis.
L. 5kill outcomes:

At the end of the course, students will

Ability 1o analyse petroleum products, drugs, poisons, and adulterants using forensic
techniques.

Hands-on expenience with microscopy, chromatography, spectroscopy, and
electrophoresis
Competence in handling, preserving, and analysing forensic evidence from crime scenes.
*  Skills to idenufy pollutants, apply sam pling techniques, and implement remediation
sirategies

Ability to interpret forensic data, assess case-related chemical evidence, and draw
scientific conclusions

Course Content:

Unit-1: Forensic {hemistry

* Arson: Introducton, chemstry of fire, scienofic imvestgation, collection, presenvation, and analysis
of evidence.

Petroleum Products: Ongn, composibon, propertes, and testng of petmleum products; petroleumn
dhyes and thesr analysis

Onls and Fats: Charactersshcs and analysis,

Uhnit-11z Abcohol: Adulteration and Amhysis

Laquor —Country Made Liquor: Charactenstics, manufactunng, and analysis
Phamacokinetics of Aleohol Metabolism and forersic significance of methanol, sthanol, and
propanod

Forensic Exammaton: Trap cases, spunos jewellery, and cosmedcs.

Linai-111: Dorugs and Poisons

Dinups: Classification, sctive components, forensice detection, and analyas.
Posons: Types, collection, preservation, and forensic examimation.

Unii-TV: Environmernial Forensics

= Princples & Pollants Scope, applications, pollution control, orgamsc, monganic, biological,
radsolomical, and emergng contaminants,

CHARMAN
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* Forensic Techniques & Sampling: Isotope anabysis, fingerprinting, remole sensing, bicsensors
nanotech;, air, water, soil, biota sampling, cham of custody, legal aspects. N
*  Analysis & Remediation: [CP-MS, XRF, Raman; microbial and chemical remediation

Unit-V: Advaneed Analytical Techniques:

»  Microscopic Technigues Polanzng, companson, stereo, SEM, TEM.

»  Chromatographic Techniques: Extraction {SPE, SDME, 3PEE, EME), TLC, HFTLC. CGC-MS-HS.
UHPLC, UPLC, mulidimensional, supercritical fluid v,

*  Spectmacopic Techmques: Raman, FT.IR, NMR. EEFS, HSIS, MIS, ICP-MS.

= Electrophoretic Technigues Microchip, NACE, IPG-IEF, CZE, MEKC, ZDE, FASI-CE, SPE-CE-
MS

Suggested readings:

1. Brown, W, (2011)-Orinking, Drugs & Driving Diunk: Hew Different Drugs Affect the
Driving Experience, 2nd Ed , William Gladden Foundation Press G

2. Jickells S, Negrusz A (2008)-Clarke Amalyrical Forensic Toxicolagy, Pharmaceutical
Press, London.

3. Klasssen C, Doull J. and Casa
Poisoms, MeGraw Hill Publication

4. Modi (2022)-4 Texthook
LexisMexis

rett LI (2013 )Tovicology: The Basic Science of

of Medical Jurisprudence and Toxicalogy, 27h Ed.,

5. Thompson, RB & Thompson, B.F, (201 2)-ilustrared Cruide to Home Forensic Seiemoe
Experiments, O'Reilly Media, USA

6. Watson, C A (1994)-Official and Manelardized Methods of Analysix. Royal Society of
Chemistry, UK. '

T. Murphy, BL & Momison, H.ID. (2002 F-Envirosmenial Forenaics; Hrinciples and
Applications, Academic Press

8.

Morison, BD, & Murphy, BL. (2003 }-Environmental Foremnsics - Comaminant Specific
Cruide, Academic Press. Murphy, BL., Momson, RD., & Spelman, F.T. (2004}
Introduction to Environmental Farensics, Academic Press.

9. Pamaik, P. (2010)-Handbook of Environmental Analysis: Chemical Pollwtants in Air,
Warer, Soil, and Solid Wastes, CRC Press

10. Saukko, J A & Swegel, PJ. (2013} Encyclapedia of Forensic Scieaces, Elsevier




(Elective)

Max. Marks: 100

Course Description:

Credit Weightage: 5
Total Teaching Hours: 75

o us for Digital & Cyber Forens and IT Security

This course provides a comprehensive understanding of mobile forensics

cyber security, data privacy, and cyber laws. It covers forensic analysis of mobile d!-:vil:esl

identification of cybercrimes. malware, and cloud forensics. Students will explore cybersecur ;
threats, protection strategies, and legal frameworks, including the IT Act and data protection
laws, The course also addresses ethical concerns related to emerzing technologies like Al 1oT,

¥

and blockchain, equipping students with the skills to investigate, analvze, and mitigate cyber
threats effectively.

Note: Paper will also cover case studies and recent studies.

Objectives:

To understand mobile forensics, including secunty, acquisition, and analysis of Android,
105, and other mobile platforms

To explore various types of cybercrimes, malware forensics, and clowd forensics
techmigues,

To analyse cybersecurity threats, terminologies, and protection strategies for critical
imfrastructure.

Toexamine data privacy, secunty issues, and legal frameworks like the Personal Data
Protection Bill

To comprehend cyber laws, IT Act provisions, and ethical aspects of emerging
technologies.

Course Ouicome:

1. Knowledge oulconmes:
At the end of the course, students wall-

Understanding the principles, tols, and challengss of mobile forensics for various
operaling systems

ldentifving different types of cybercrimes, malware threats, and forensic investigation
techniques

Caining knowledge of cyber-security concepts, attack vectors, and protection strategies
for critical infrastructure

CrARAN
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Leaming about data privacy, secunty challenges, and compliance with data protection
laws.

Exploring cyber laws, IT Act provisions, and ethical considerations in emerging
technologies.

2. Skill outcomes:

Course Content:

Unit-1: Mobile Forensics

Unit-11: Cybererime and Digital Forensics

Unit-IT1: Cyber Security

Proficiency in mobile forensics mchuding data acquisition, analysis, and

reporting for
Android, 105, and other platforms.
Ability to investigate cybercrimes such as malware attacks, social media scams, and
clowd-based threats,

Expertise in cybersecuniy practices for
cvber threats.

Competence in data privacy and security with an understanding . of comphance
regulations and protection measures

Understanding of cyber laws and ethical hacking to analyze legal frameworks and
emerging technelogy risks

protecting critical IT infrastructure and miti gating

Introduction to mobile forensics: Feature phones vs smartphones, challenges, mobile
ferensics tools, process, and mobile ecOsyshems
Internals of Androwd devices: Android SECUTILY, ACquisitgn, analvzis, and reporting

Internals of i0S: 108 security, preservation, acquisition, analysis, and reporting,
Windows Phone and Blackberry forensicy

Drone Forensics: analysis of unmanned air vehicles (UAVS),

Definition, classification, and types of cybercrimes

Scams, identity theft, and fraudulent activities.

Identification, analysia, and mitigation of malicious software

Investigation techniques and challenges in cloud-hased crimes.
Cyberbullyng, online harassmen, psychological  assessment/testing,

obpeciive
technigues, and psychological models of cybercnme

Cyber secunty and the increasing threat landscape
Cyber security terminologies Cvberspace, attac

k, attack vector, attack surface, threat,
sk, vulnerability,

exploit, exploitation, hacker, non-state actors, cyber terrorism




L

Protection of end-user machines.

Critical 1T and National Critical Infrastructure
Cyber warkure

Unit-1V: Data Privacy and Data Security

Data, meta-data, big data, non-personal data
Data protection, data privacy, and data security
Personal Data Protection Bill and its compliance.
Data protection principles.

Big data sacunty issues and challenges.

Social media: Data privacy and security ssues,

Unit-¥: Cyber Law and Management

Cybercrime and the legal landscape around the waorld,
IT Act, 2000 and 1ts amendments.

Ethical aspects related to new echnologies. AIML, 10T, Blockchain, Darknet, and social
media

Cyber security policy and crizis management plan.
National cyber security policy and strategy

Suppesied readings:

1.

3

LR

Belapure, 8. & Godbole, N. (201 1)-Cyber Security: Undersianding Cyber Crimes,
Compniter Forensics, and Legal Perspeciives, Wiley India Pvi. Lid.

Denning, D F (1999)-Informaton Warfare and Securiry, Addison Wesley

Oliver, H A, (2001 3)-Security in the [igital Age: Social Media Security Threats and
Fulnerabilifies, CreateSpace Independent Publishing Platform.

Venkataramanan, N. & Shnram, A (201 7)-Data Privacy: Principles and Practice, CRC
Press.

. Brothy, WK (2005 )-Information Security Governance ! Guidance for Information

Security Mamagers, 151 Ed., Wiley Publication,

Weiss, M. & Solomon, M.G. (2015 )-Audising IT Infrastrucmres for Compliance, 2nd
Ed., Jones & Bartleti Learning,

Saukko, PJ. & Siegel, LA, (2013 -Encyclopedia of Forengic Sciences, 2nd Ed., Elsevier
___,LJEIAN
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PhDFS-EL-102 (iv): Questioned Documents, Fingerprints and Biometrics
(Elective)

Max. Marks: 100 Credit Weightage: 5
Total Teaching Hours: 75
Sy llabus fi L% Documenis, Fin ints and Biometrics

Course Description:

This course provides a comprehensive understanding of forensic documents and fingerprint
analysis, focusing on the scientific examination of paper. ink, handwriting, signatures. and
biometrics. It covers advanced techniques for detecting forged documents, analyzing anonymous
writings, and developing fingerprints using modem forensic wols. Students will leam about

» ncluding fingerprin, iris, facial, and voica recognition.

heoretical knowledge, equippmg leamers with
essential skills for forensic mvestigations and legal procead mgs,

Note: Paper will also cover case studies and recent studies.

Objective:

To understand the compaosition, ageng, and examination

of paper and ink in forensic
investigations

To identify class and individual characteristics of handwrit
signatures

To explore traditional and modem techniques for fi
nanotechnology-based methods,

* To develop proficiency in USING MicToscopes, V&,
document and fingerpring analysis,

* To study the pnnciples and applications of fingerprint, facial, iris, DNA, and Ve
biometrics in forensic science.

ng and detect forged
ngerprint visualization, neluding

ESDA, and digtal imaging for

Course Qutcomes:
l. Knowledge ontcomes:
At the end of the course, students will
* Gamn in-depth knowledge of paper,
examination methods.
Leamn about handwriting systems, individual and
detecting forged and simulated signatures
* Acquire knowledge of advanced  fingemprint detection methods. including
photoluminescence. chemical, and nano-panticle-based technigues,

ink composition, agemg techniques, and forensic

class chamcteristics, and methods for




e

. ‘.Jl'ldﬂ.l‘ilami the use of microscopes, light sources, photography, YSC, ESDA, and digital
imaging in forensic investigations

* Explore vanous biometric techniques such as fingerpnnt, ins, retinal, facial, DNA,
handwriting, and voice biometnes for forensic applications.

2. Skill outcomes:
At the end of the course, students wall:

= Ability to analvse paper, ink, handwriting, and signatures for authenticity and forgery

detection.

Proficiency in detecting and developing fingerprints using advanced physical, chemical,
and nanotechnology-based methods
Competence n using VSC, ESDA_ and digital imaging techniques for forensic analysis.
Understanding and applying biometnc technologes like fingerprnt, irs, facial
recognition, and voice analysis.

Expertise in forensic photography techniques and the use of light sources for document
and fingerprint analysis.

Course Confent:
Unit-I: Paper, Ink, and Writing Devices

= Paper; Composition, types, making process, and forensic cxaminanon
«  Ink: Compasition, types, process, and forensic examination.
« Ageing of Paperand Ink- Methods of age determination in differcnt documents.

Unit-11: Handwriting and Signature

« Handwriting: Writing systems, their types, class, and individual charactenstics.
«  Signature Characteristics, genuine, simulated, and forged signatures.
« Anonymous Letters and Secret Writings

Unit-111: Fingerprint Detection Technigues

+ Techniques based on photoluminescence, physical, and chemical methods.

« Techniques not based on photoluminescende {e.g., powder, crystal violet, metal
deposition ).

« Time-Resolved Fingerprint Detection.

« Manoparticles and Chemical-Free Fingerprnt Development

%
'mmra

H HI'_':..H‘I"-'U
cupant of Foransic =
ﬁhhﬂlﬂ"?imﬁ !

e, pranTy A7



Unit-IV: Techniques in Document Analysis and Fingerprinis

*  Basic Measuring Tools, Microscopes, and Light Sources.
- Princi | d types.
* Photography: Principles, techmiques, equipment. an _ |
* VSO (Video Spectral Comparator) and ESDA (Electrostatic Detection Apparatus),
*  Digital Imaging of Fingerprints

Unit-: Biometrics

*  Biometrics: Introduction, advantages, disadvantages_ ang applications
*  Fmgerprint Biometrios

= Ins, Retmal, ang Facial Biometrics

= DNA Handwriting ang Voice Biometrics

Suggested Baoks:
Ordway, H {iﬂEZ}-ﬁnmﬂﬂ_’ﬁc Examinarion o (e stiomecd Mc.:m-mum; Elsevigr,
2. Osbom, 4 § U998 ) Onesrimed Doctmen g 2nd Ed Universg] Law Publishing, Delh;.
3, som, WR. (200 W-Skspecy wis: Their Sciens g Ervamimarion, Universal Law
Puhhshlrlgq Drefhi

2 + s ﬂ g'ggj'ffwwﬂ?ﬁrg -ﬁi’fﬂi’{:ﬁmfhf.' Face o
Fundamentals CRe Press
6. David, E (1997)-The S
2nd Ed Taylor & Franei
Ta MeMenamin, GR {2002 Foremsic Litigieissicy, Advarge s i Fi

e Eraminagrion A Documeny. Methods ang Fechnignes,

! Fiypernie Sevdiveicy, CRQ
Press, Washington [ ¢ " .!ﬂ- -
8. Mabon D 2003y af%mmw Springer Verlag
. Cowger JE {|9ﬂ3]‘1‘7'dﬂlhﬂ'-ﬂj:&¢-ﬂﬁr.' E'mwaﬂmw
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PhDFS-EL-102 (v}: Forensic Physics and Ballistics
clive,
Max. Marks: 100 Credit Weightage: 5
Total Teaching Hours: 75

=yl for nsi i ol listic

Course Deseription:

This course provides an in-depth understanding of the forensic
firearms, ammunition, forensic audio-video analy
analytical technigues. It covers the identification and forensic significance of materials like pamt,
glass, soil, fiber, and tool marks, along with the classification and analysis of firearms and
ammunition, including ballisucs and gunshot residue. The course also explores forensic audio
and video analysis, focusing on sound physics, speaker identification, and multimedia forensics
Additionally, 1t delves into forensic engineering aspects such as vehicle examination, speed
determination, and road evidence analysis The curriculum miegrates advanced analytical
techniques, mcluding microscopic, chromatographic, and spectroscopic mothods, along with

forensic software tools hike TBIS, Amped-FIVE, and IKAR-Lab, to equip students with practical
expertise in forensic investigations

examination of physical evidence,
sis, forensic engineening, and advanced

Meaibe: Phrﬂwﬂnhﬂmwmﬂmdﬂirmfaﬂﬂﬂ
Objectives:
» To Develop expertise in examining forensic materials like paint, glass, soil, fiber, and
tool marks

To Gain knowledge of firearm classification, ammunition identification, and ballisne
examination techniques

-

To bearn methods for speaker identification, signal processing, and mulomedia forensics
To study vehicle examination, accident reconstruction, and road evedence assessment.

To apply microscopic, chromatographic, and spectroscopic methods m  forensic
ITvetigations

Course Quicomes:

i. Knowledge outcomies:
Al the end of the course, students will:

e Develop expertise in analysing physical evidence such as paint, glass, soil, fiber, and tool
marks

s Can knowledge of firearm classificaion, ammumion identificanon, and  ballistic

-
oy nsle Sciencs
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limmachal Pradash Lniverst
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examinahon techniques

» Understand sound physics, voice identification, and digital forensic techniques for :
multimedia evidence. '

* Leam vehicle examination, speed determination, and accident reconstruction for forensic ,
Investigations.

* Acquire hands-on experience with microscopic, chromatographic, and spectroscopic \
methods for forensic analysis

1. Skill outcomes:
At the end of the course_ students will:

* Develop expertise in identifying and analysing physical evidence such as paint, glass,

sml, and ool marks

Gain proficiency in firearm classification. ammunition analysis, and ballistics evaluation

Acquire skills in speaker identification, mulumedia forensic analysis, and digital signal

processing

Learn 10 assess vehicle damage, analyse spesd determmation, and evaluate forensic

ENZINEETINE ASpects

* Gam the use of microscopic, chromaographic, and spectroscopic methods for forensic
Irvestirations

Course Content

U'nit=1: Physical Evidence

Forensic examination of paint, glass, soil, fiber, cement. and metals
Tool Marks: Types, class and individual charactenistics.

Impression Marks Compression, striated, combination of impression and stnated marks.
repetitive marks, footwear Impressions.

Unit-11: Firearms and Ammunition

Firearms and country made Chamctenstics, and forensic identification

Ammuniion.  Types, classification, marks produced during finng snd  foremsic
identification

Ballistics Intemal, external, and termmmal ballistics
Gunshot Residue (GSR) Bore, caliber, and choke determination

Unig-111: Forensic Audio and Video Analysis

*  Physics of Sound end Vocal Traet Anatomy

Electronics of audio recording, transmission. Playback devices, nouse, and distorgon




« Forensic Speaker Identification: Various approaches, analog and digital signal
Processing,
= Video Evidence: Analysis, interpretation, and multimedia forensics.

Unit-1Y: Forensic Engineering:

= Vehicle Examination: Commeon automobile components and failure analysis.

= Damage Assessment Tyres (types, speed, load rating, failures), brakes (types, brake
systems), door locks, speed recording devices.

= Safety Restraint Systems: Examination of seat belts, child seats, air baps

= Vehicular Fires & Speed Determination: Skid mark measurement, yaw calcuianions,
speed estimation on different road surfaces, Falls, flips, vault speeds, and special speed
problems; Road evidence, road engineering, and design.

Unit-¥: Analytical Technigues:

= Microscopic Techniques: Comparison, Confocal, SEM, TEM.

* Chromatographic Techniques: TLC, HPTLC, HPLC, UHPLC, SFC.
= Spectroscopic Technigues: FTIR, NMR, Raman, ICP-MS5.

=  Faorensic Software & Databases: IBIS, Amped-FIVE, [KAR-Lab.

» Emerging Techniques: CE, MALDI, TOF-MS

Supgested readings:

1. Baodziak W. {2000} - Footwear Impression Evidence, Znd Ed., CRC Press, Boca Raton,
Flonda

2. David, A.C. (2001) - The Forensic Examnaton of Paints and Pigments, Taylor &
Francis, Mew York,

3. Harry, H (2001) - Forensic Voice Idenufication, Academic Press, London.

4. Rose, P (2002) - Forensic Speaker Identification, Taylor & Francis, Forensic Science

Senes, London,

Byrd, M. {2001} - Crime Scene Evidence: A Guide 1o the Recovery and Collection of

Physical Evidence, CRC Press, Boca Raton,

6. Heard, B.J. (1997) - Handbook of Firearms and Ballistics, Wiley and Sons, Chichester

Sehwoeble, A J & Exline, DL (2000) - Current Methods in Forensic Ciunshot Residue

Analysis, CRC Press, Boca Raton.

8. Skoog DA, West, DM & Holler, FJ. (19694) - Analytical Chemistry: An Introduction,
Saunders College Publishing, Philadelphia, USA

0, Dettean, ) . (2002) - Kirk's Fire Investigation, Prentice Hall, Englewood Chiffs, N

10, Saukko, J A & Siegel, P.J. (2013) - Encyclopedia of Forensic Sciences, 2nd Ed .
Elsevier, A

N
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